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The BlueMove Exploit:
A Full Breakdown — and a Hand to Every Affected
Project
Every figure is verified directly from Sui mainnet. Every wallet is linked to the explorer so you can check it yourself.

To every builder and every holder caught in the BlueMove exploit — you are not alone, and this is not
your fault. Your project was punished for trusting a launchpad that left a door open. I'm publishing this so
the whole ecosystem knows exactly what happened, and I'm putting my name behind more than words:
Mischief Finance will help you recover. That means my voice amplifying your situation, liquidity-
recovery assistance through SuiDex (suidex.org), and free technical support to help you assess your
pools, re-seed liquidity safely, and relaunch. Reach out — we will stand with you. First, the truth of what
happened.

1 The exploit — 11 July 2026

An attacker exploited a liquidity-provider accounting bug (LP-token inflation) in BlueMove's legacy AMM. In one night — 11
July, 20:46–23:43 UTC — they cycled add/remove liquidity across roughly 394 pools and drained the paired asset
(mostly SUI) out of each. MovePump is BlueMove's launchpad, so every coin bonded there had its core liquidity locked
on BlueMove — and lost it at once.

MONEY TRAIL  ~714,000 SUI (~$525K) taken and laundered

The attacker funnelled the proceeds into a fresh same-day cash-out wallet, converted it to wrapped BTC + USDC
through DeepBook and Cetus, and moved it out. Both wallets have been dormant since 11 July.

ATTACKER WALLET

0xb29e79198742e84ddf6a5a952238990f7d80565826ff3d97dc92d7056b097335

CASH-OUT WALLET (714K SUI → BTC/USDC)

0xa74ee820821d52994785eb9160b3a114a6338de1b3d9e188c00f09ba4f75065e

2 Why coins are STILL collapsing — the faucet

This is the part most people have missed. When the drain emptied the SUI side of every pool to almost zero, BlueMove
never froze the pools. In an automated market maker with ~0 SUI on one side, a tiny SUI input pulls out almost the entire
token reserve — every drained pool became a "buy hundreds of millions of tokens for pennies" faucet.

ACTIVE  An arbitrage bot is draining the faucets, coin by coin

On 17 July at 18:39 UTC, an arbitrage bot (not the original attacker) started profiting from these broken pools —
buying the near-free tokens and immediately reselling them into each coin's real markets for the price difference. In
one evening it worked through 15+ coins — SUITRUMP, PUMPKIN, TOILET, SHOCK, AAA, SUIGETSU,
CHILLBULL, PLOP, PEPE, SUIB and more. One bot sweeping the list is why every affected coin dumped on
the same day, at the same time, and other arbitrage bots pile into the dislocations and amplify it. This is not a
targeted attack — it is simply what opportunistic bots always do to broken, unfrozen pools, which is exactly why
those pools must be frozen. It is still running.

ARBITRAGE BOT DRAINING THE BROKEN POOLS (ACTIVE)

0x98391d8f43736152b61caaa38b615621095d7595f34ae6de18d507996da8748e

EXAMPLE TRIGGER TX (864M SUITRUMP PULLED FOR 0.109 SUI)

DQVW2R9B3teEt9BVuBJbkYqUCsiCeM67suwfDGtMGwuT

3 Which coins are still at risk — loaded faucets

I scanned all 394 affected pools. The full breakdown: 9 are already drained empty (the damage is done — this includes
SUITRUMP's), ~378 still hold near-full token supply but their coin has no real market left (a loaded faucet, but little to
gain from draining it), and 7 are both loaded AND still have live liquidity elsewhere to dump into — those are the
real, active targets right now:

TOKEN 24H BROKEN BLUEMOVE POOL (LOADED FAUCET)

SUICUNE −94% 0x82073645…88d70e9d3

SUIB −29% 0xe0577188…09db121c

BOB −45% 0xdb2a2142…e7fde3fa

HOPPER −39% 0x1edd2fb4…7647b372

QVL −33% 0x787b865f…be06b758

RONDA −14% 0xa052785b…4e18cb9a0

The full list of all 394 affected pools — each labelled loaded / dead-market / already-drained, with balances and addresses — is published
alongside this report (CSV) so any project can find its own pool and act. If your BlueMove pool still holds your token balance, assume it is a
live faucet until BlueMove freezes it.

4 What every affected project should do now

◆ How Mischief Finance will help — free

To everyone hit by this: your project's worth was not erased by one launchpad's failure. The Sui
ecosystem is stronger when we defend each other — so consider this an open hand. Bring me your
pool, your token, your situation, and we will help you fight back and rebuild. No project stands alone
in this.

— Richie · Mischief Finance · suidex.org
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Demand BlueMove freeze the drained pools. That is the only thing that closes the faucet permanently. Until they do,

anyone can keep minting your token for pennies and dumping it.

▸

Blacklist your broken BlueMove pool from any router/aggregator your frontend uses, so no stray sell can refill it.▸

Warn your holders that the sell pressure is manufactured — near-free tokens from a broken pool — not organic. Panic-
selling into it only helps the drainer.

▸

Protect and rebuild your real liquidity. This is where we can help directly — see below.▸

Liquidity-recovery assistance through SuiDex (suidex.org) — help re-seeding safe, healthy pools so your token
has a real home again.

▸

Free technical support — we'll help you read your on-chain state, identify your loaded pool, and plan a clean

relaunch.

▸

Our voice — we will amplify affected projects and push collectively for BlueMove to freeze the pools and make
holders whole.

▸

https://suiscan.xyz/mainnet/account/0xb29e79198742e84ddf6a5a952238990f7d80565826ff3d97dc92d7056b097335
https://suiscan.xyz/mainnet/account/0xa74ee820821d52994785eb9160b3a114a6338de1b3d9e188c00f09ba4f75065e
https://suiscan.xyz/mainnet/account/0x98391d8f43736152b61caaa38b615621095d7595f34ae6de18d507996da8748e
https://suiscan.xyz/mainnet/tx/DQVW2R9B3teEt9BVuBJbkYqUCsiCeM67suwfDGtMGwuT
https://suiscan.xyz/mainnet/object/0x82073645bbb5486d7b3ab7b4c87c0f774b6adf614bcb155fd6ab9f088d70e9d3
https://suiscan.xyz/mainnet/object/0xe057718861803021cb3b40ec1514b37c8f1fa36636b2dcb9de01e16009db121c
https://suiscan.xyz/mainnet/object/0xdb2a2142a596bd1fc294937999216dfe0aee797c095de4b0981ec870e7fde3fa
https://suiscan.xyz/mainnet/object/0x1edd2fb4b9d56d36d5651edc08213de997f8eec5701952a15062758e7647b372
https://suiscan.xyz/mainnet/object/0x787b865f9046083096f8345e04fadb3196b59b3a146c4e62e2048b8abe06b758
https://suiscan.xyz/mainnet/object/0xa052785be00b4d43e5cd7f133b721a3825eb11df2b4506fab71d4504e18cb9a0
https://t.me/Richie_Mischief

